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DETAILED ACTION 

1. Claims 1-47 are pending in the application. 

2. Claims 1-47 have been rejected. 

Claim Rejections - 35 USC §102 
The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102 that form the 
basis for the rejections under this section made in this Office action: 

A person shall be entitled to a patent unless - 

(e) the invention was described in a patent granted on an application for patent by another filed in the United 
States before the invention thereof by the applicant for patent, or on an international application by another who 
has fulfilled the requirements of paragraphs (1), (2), and (4) of section 371(c) of this title before the invention 
thereof by the applicant for patent. 

The changes made to 35 U.S.C. 102(e) by the American Inventors Protection Act of 1999 
(AIPA) and the Intellectual Property and High Technology Technical Amendments Act of 2002 
do not apply when the reference is a U.S. patent resulting directly or indirectly from an 
international application filed before November 29, 2000. Therefore, the prior art date of the 
reference is determined under 35 U.S.C. 102(e) prior to the amendment by the AIPA (pre-ADPA 
35 U.S.C. 102(e)). 

3. Claims 1-5, 13, 14, 16-20, 28, 29, 31-35, 43, 44 and 46 are rejected under 35 U.S.C. 102(e) 
as being anticipated by Dillon U.S. Patent No. 6,351,467 Bl. 

As to claims 1, 16 and 31 Dillon discloses a method for authenticated access to multicast 
traffic, comprising: 

receiving a request for a user to join a multicast channel [column 20, lines 46-54]; 
authenticating access privileges of the user to the multicast channel [column 21, 
lines 27-38]; ' 
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and disallowing the request in response to at least an unsuccessful authentication 
[column 21, lines 27-38]. 
As to claims 2, 17 and 32 Dillon discloses authenticating access privileges of the user 
comprises: 

determining whether the user has access privileges to the multicast channel based 
on previously provisioned information for the user [column 21, lines 27-38]; 
and unsuccessfully authenticating access privileges of the user to the multicast 
channel in response to at least the user not having access privileges to the 
multicast channel [column 21, lines 27-38]. 
As to claims 3, 18 and 33, Dillon suggests that the multicast channel comprises an 
Internet protocol (IP) multicast channel and the request comprises an Internet group management 
protocol (IGMP) join request [column 7, lines 47-53]. 

As to claims 4, 19 and 34, Dillon discloses allowing the request in response to at least 
successful authentication [column 21, lines 27-38]. 

As to claims 5, 20 and 35, Dillon discloses that the multicast channel comprises at least 
one of video, audio, data and combinational content [column 8 line 66 to column 9 line 2]. 

As to claims 13, 28 and 43, Dillon discloses that the request is a subscriber join request 
[column 7, lines 47-53]. 

As to claims 14, 29 and 44, Dillon discloses that authenticating access privileges of the 
user comprises: 

determining whether the multicast channel is a controlled access multicast 
channel [column 17, lines 2-17]; 
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and authenticating access privileges of the user to the multicast channel in 
response to at least the multicast channel comprising the controlled access 
multicast channel [column 17, lines 18-23]. 
As to claim 46, Dillon discloses a method for providing premium content services over a 
network using Internet protocol (IP) multicast channels, comprising: 

provisioning user access privileges to an IP multicast channel providing premium 
content, the premium content including at least one of video, audio and data 
[column 8 line 66 to column 9 line 2]; 

authenticating access privileges of a user to the IP multicast channel upon 
receiving a request for the user to join the IP multicast channel to receive the 
premium video content [column 9, lines 6-10]; 

and disallowing the request in response to unsuccessful authentication [column 9, 
lines 6-10]. 

Claim Rejections - 35 USC §103 
The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set forth in 
section 102 of this title, if the differences between the subject matter sought to be patented and the prior art are 
such that the subject matter as a whole would have been obvious at the time the invention was made to a person 
having ordinary skill in the art to which said subject matter pertains. Patentability shall not be negatived by the 
manner in which the invention was made. 

4. Claims 6, 7, 21, 22, 36 and 37 are rejected under 35 U.S.C. 103(a) as being unpatentable 
over Dillon U.S. Patent No. 6,351,467 Bl as applied to claims 1, 16 and 31 above, and 
further in view of Lloyd et al U.S. Patent No. 6,219,790 Bl, 
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As to claims 6, 7, 21, 22, 36 and 37, Dillon does not teach prior to receiving the request, 
provisioning the user's access privileges in an authentication, authorization, and accounting 
(AAA) server. Dillon does not teach accessing the AAA server to authenticate access privileges 
of the user to the multicast channel. Dillon does not teach an AAA server that comprises a 
remote authentication dial-in user service (RADIUS) server. 

Lloyd et al teaches provisioning a user's access privileges in an authentication, 
authorization, and accounting (AAA) server [column 4, lines 22-29]. Lloyd et al teaches 
accessing an AAA server to authenticate access privileges of a user [column 5, lines 33-41]. 
Lloyd et al teaches an AAA server that comprises a remote authentication dial-in user service 
(RADIUS) server [column 6, lines 49-53]. 

Therefore, it would have been obvious to a person having ordinary skill in the art at the 
time the invention was made to have modified Dillon so that there would have been an in an 
authentication, authorization, and accounting (AAA) server. The AAA server would have been 
used to authenticate access privileges of the user to the multicast channel. The AAA server 
would have comprised a remote authentication dial-in user service (RADIUS) server. 

It would have been obvious to a person having ordinary skill in the art at the time the 
invention was made to have modified Dillon by the teaching of Lloyd et al because the AAA 
server supports a variety of authentication transport protocols used by a variety of client types 
and is capable of supporting accounting functionality from the same database used to store user 
authentication and authorization information [column 2, lines 40-45]. 
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5. Claims 8, 23 and 38 are rejected under 35 U.S.C. 103(a) as being unpatentable over 
Dillon U.S. Patent No. 6,351,467 Bl as applied to claims 1, 16 and 31 above, and further in 
view of Dynarski et al U.S. Patent No. 6,466,571 Bl. 

As to claims 8, 23 and 38, Dillon teaches that the multicast channel comprises an Internet 
protocol (IP) multicast channel. 

Dillon does not teach that the request includes an IP address of the user device, further 
comprising determining the user based on the EP address of the device. 

Dynarski et al teaches that the request includes an IP address of the user device. 
Dynarski et al teaches determining the user based on the IP address of the device [column 5, 
lines 36-56]. 

Therefore, it would have been obvious to a person having ordinary skill in the art at the 
time the invention was made to have modified Dillon so that the request would have included an 
IP address of the user device. The user would have been determined based on the IP address of 
the device. 

It would have been obvious to a person having ordinary skill in the art at the time the 
invention was made to have modified Dillon by the teaching of Dynarski et al because it ensures 
only authorized devices have access to the services available on the network. 

6. Claims 9, 24 and 39 are rejected under 35 U.S.C. 103(a) as being unpatentable over 
Dillon U.S. Patent No. 6,351,467 Bl as applied to claims 1, 16 and 31 above, and further in 
view of Gupta et al U.S. Patent No. 6,718,387 Bl. 

As to claims 9, 24 and 39, Dillon does not teach determining whether the multicast 
channel comprises a public multicast channel Dillon does not teach successfully authenticating 



Application/Control Number: 09/745,909 Page 7 

Art Unit: 2131 

access privileges of the user to the multicast channel in response to at least the multicast channel 
comprising the public multicast channel. 

Gupta et al teaches determining whether the multicast channel comprises a public 
multicast channel. Gupta et al teaches successfully authenticating access privileges of the user to 
the multicast channel in response to at least the multicast channel comprising the public multicast 
channel [column 6 lines 9-44]. 

Therefore, it would have been obvious to a person having ordinary skill in the art at the 
time the invention was made to have modified Dillon so that it would have been determined 
whether the multicast channel comprised a public multicast channel. Access privileges would 
have been successfully authenticated of the user to the multicast channel in response to at least 
the multicast channel comprising the public multicast channel. 

It would have been obvious to a person having ordinary skill in the art at the time the 
invention was made to have modified Dillon by the teaching of Gupta et al because this ensures 
that if the multicast is private a check is made to determine whether the join request submitted is 
a duplicate of a pervious request and thus prevents any unauthorized users to gain access with a 
duplicated request [column 6 lines 9-44]. 

7, Claims 10-12, 25-27 and 40-42 are rejected under 35 U.S.C. 103(a) as being unpatentable 
over Dillon U.S. Patent No. 6,351,467 Bl as applied to claims 1, 16 and 31 above, and 
further in view of Ronen U.S. Patent No. 6,026,441. 

As to claims 10-12, 25-27 and 40-42, Dillon does not teach determining whether the user 
is logged in to a service provider providing the multicast channel. Dillon does not teach 
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unsuccessfully authenticating access privileges of the user to the multicast channel in response to 
at least the user not logged in to the service provider. 

Ronen teaches determining whether the user is logged in to a service provider. Ronen 
teaches unsuccessfully authenticating access privileges of the user in response to at least the user 
not logged in to the service provider [column 2, lines 54-66]. 

Therefore, it would have been obvious to a person having ordinary skill in the art at the 
time the invention was made to have modified Dillon so that it would have been determined 
whether the user was logged in to a service provider that provided the multicast channel. The 
user would not have been successfully authenticated to access privileges if the user were not 
logged on to the service provider. 

It would have been obvious to a person having ordinary skill in the art at the time the 
invention was made to have modified Dillon by the teaching of Ronen because by ensuring that 
the user is logged on and that it is a known user, it enhances security so that a third party does 
not try and intercept services. 

8. Claims 15, 30 and 45 are rejected under 35 U.S.C 103(a) as being unpatentable over 
Dillon U.S. Patent No. 6,351,467 Bl as applied to claims 1, 16 and 31 above, and further in 
view of Hooper et al U.S. Patent No. 5,671,225. 

As to claims 15, 30 and 45, Dillon does not teach determining if authentication is enabled 
at an access router receiving the request. Dillon does not teach authenticating access privileges 
of the user to the multicast channel in response to at least determining that authentication is 
enabled at the router. Dillon does not teach allowing the request in response to at least 
determining authentication is not enabled. 
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Hooper et al teaches determining if authentication is enabled at an access router receiving 
the request. Hooper et al teaches authenticating access privileges of the user to the multicast 
channel in response to at least determining that authentication is enabled at the router. Hooper et 
al teaches allowing the request in response to at least determining authentication is not enabled 
[column 3, lines 33-42]. 

Therefore, it would have been obvious to a person having ordinary skill in the art at the 
time the invention was made to have modified Dillon so that it would have been determined if 
authentication had been enabled at an access router receiving the request. Access privileges of 
the user to the multicast channel would have been authenticated in response to at least 
determining that authentication had been enabled at the router. The request would have been 
allowed in response to at least determining authentication has not been enabled. 

It would have been obvious to a person having ordinary skill in the art at the time the 
invention was made to have modified Dillon by the teaching of Hooper et al because by doing 
authentication on a proxy (i.e. router) it reduces the chances of the service provider of getting 
attacked by a third party. 

9. Claim 47 is rejected under 35 U.S.C. 103(a) as being unpatentable over Gupta et al U.S. 
Patent No. 6,718,387 Bl in view of Ronen U.S. Patent No. 6,026,441. 

As to claim 47, Gupta et al discloses receiving a request for a user to join an Internet 
protocol (EP) multicast channel Gupta et al discloses authenticating access privileges of the user 
to the IP multicast channel by determining whether the IP multicast channel is a public multicast 
channel. Gupta et al discloses successfully authenticating access privileges of the user to the IP 
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multicast channel in response to at least one of determining the multicast channel is a public 
multicast channel [column 6 lines 9-44]. 

Gupta et al does not teach determining that the user is logged in to the service provider 
and the service. Gupta et al does not teach unsuccessfully authenticating access privileges of the 
user to the IP multicast channel in response to at least one of determining the user is not logged 
in to the service provider and determining the user is not logged in to the service. Gupta et al 
does not teach terminating the request in response to at least an unsuccessful authentication. 
Gupta et al does not teach processing the request in response to at least a successful 
authentication. 

Ronen teaches determining that the user is logged in to the service provider and the 
service. Ronen teaches unsuccessfully authenticating access privileges of the user to the IP 
multicast channel in response to at least one of determining the user is not logged in to the 
service provider and determining the user is not logged in to the service. Ronen teaches 
terminating the request in response to at least an unsuccessful authentication. Ronen teaches 
processing the request in response to at least a successful authentication [column 2, lines 54-66]. 

Therefore, it would have been obvious to a person having ordinary skill in the art at the 
time the invention was made to have modified Gupta et al so that it would have been determined 
whether the user was logged in to a service provider and the service. The request would have 
been terminated in response to at least an unsuccessful authentication. The request would have 
been processed in response to at least a successful authentication. 

It would have been obvious to a person having ordinary skill in the art at the time the 
invention was made to have modified Dillon by the teaching of Ronen because by ensuring that 
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the user is logged on and that it is a known user, it enhances security so that a third party does 
not try and intercept services. 



10. Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Aravind K Moorthy whose telephone number is 703-305-1373. 
The examiner can normally be reached on Monday-Friday, 8:00-5:30. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Ayaz R Sheikh can be reached on 703-305-9648. The fax phone number for the 
organization where this application or proceeding is assigned is 703-872-9306. 

Information regarding the status of an application may be obtained from the Patent 
Application Information Retrieval (PAIR) system. Status information for published applications 
may be obtained from either Private PAIR or Public PAIR. Status information for unpublished 
applications is available through Private PAIR only. For more information about the PAIR 
system, see http://pair-direct.uspto.gov. Should you have questions on access to the Private PAIR 
system, contact the Electronic Business Center (EBC) at 866-217-9197 (toll-free). 

Aravind K Moorthy f\ 



Conclusion 



May 19, 2004 



' Ayaz sheikh 
supervisory patent examiner 
technology center 2100 




